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Purpose
FIPS 201 defines procedures for the PIV lifecycle activities including identity proofing, registration, PIV Card issuance, and PIV Card usage. FIPS 201 also specifies that the identity credentials must be stored on a smart card. SP 800-73-3 contains technical specifications to interface with the smart card to retrieve and use the identity credentials. The specifications reflect the design goals of interoperability and PIV Card functions. The goals are addressed by specifying a PIV data model, card edge interface, and Application Programming Interface (API). Moreover, SP 800-73-3 enumerates requirements where the standards include options and branches. The specifications go further by constraining implementers' interpretations of the normative standards. Such restrictions are designed to ease implementation, facilitate interoperability, and ensure performance in a manner tailored for PIV applications.
Scope
SP 800-73-3 specifies the PIV data model, Application Programming Interface and card interface requirements necessary to comply with the use cases, as defined in Section 6 of FIPS 201 and further elaborated in Appendix B of SP 800-73-3, Part 1. Interoperability is defined as the use of PIV identity credentials such that client application programs, compliant card applications, and compliant integrated circuits cards (ICC) can be used interchangeably by all information processing systems across Federal agencies.
This Part, Special Publication 800-73-3 (SP 800-73-3) Part 3: End-Point PIV Client Application Programming Interface contains technical specifications of the PIV client application programming interface to the PIV Card.
Audience and Assumptions
This document is targeted at Federal agencies and implementers of PIV systems. Readers are assumed to have a working knowledge of smart card standards and applications.
Readers should also be aware of SP 800-73-3 Part 1, Section I, which details the Revision History of SP800-73-3, Section II which contains Configuration Management Recommendations and Section III which specifies NPIVP Conformance Testing Procedures.
Content and Organization
All sections in this document are normative (i.e., mandatory for compliance) unless specified as informative (i.e., non-mandatory). Following is the structure of Part 3:
+ Section 1, Introduction, provides the purpose, scope, audience and assumptions of the document and outlines its structure.
+ Section 2, Overview: End-Point Concepts and Constructs, describes both the PIV Card Application and the PIV client application programming interface. This section is informative. The information processing concepts and data constructs on both interfaces are identical and may be referred to generically as the information processing concepts and data constructs on the PIV interfaces without specific reference to the client application programming interface or the card command interface.
The client application programming interface provides task-specific programmatic access to these concepts and constructs and the card command interface provides communication access to concepts and constructs. The client application programming interface is used by client applications using the PIV Card Application. The card command interface is used by software implementing the client application programming interface (middleware).
The client application programming interface is thought of as being at a higher level than the card command interface because access to a single entry point on the client application programming interface may cause multiple card commands to traverse the card command interface. In other words, it may require more than one card command on the card command interface to accomplish the task represented by a single call on an entry point of the client application programming interface.
The client application programming interface is a program execution, call/return style interface, whereas the card command interface is a communication protocol, command/response style interface. Because of this difference, the representation of the PIV concepts and constructs as bits and bytes on the client application programming interface may be different from the representation of these same concepts and constructs on the card command interface.
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Page 4 Table 1 lists the entry points on the PIV client application programming interface. This section references Object Identifiers (OIDs), which are defined and can be found in Part 1 ( Table 2) . 
End-Point Client Application Programming Interface

Parameter: versionString
+ For SP 800-73-3 Part 3 conformant PIV Middleware, the parameter returns "800-73-3 Client API".
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+ For SP 800-73-2 Part 3 conformant PIV Middleware, the parameter returns "800-73-2 Client API".
+ For SP 800-73-1 conformant PIV Middleware, the pivMiddlewareVersion Client API function is not supported. Therefore, a client application invoking the pivMiddlewareVersion function should expect a "function-not-supported" error from a SP 800-73-1 conformant PIV Middleware. For purposes of version determination, failure to obtain a specific version from pivMiddlewareVersion shall be considered equivalent to obtaining a response of "800-73-1 Client API".
Return Codes:
PIV_OK SP 800-73-3 Part 3 conformant PIV Middleware shall implement all PIV Middleware functions listed in Table 1 and be able to recognize and process all mandatory and optional PIV data objects.
Note: Only SP 800-73-3 based PIV Middleware can recognize, store, and retrieve new optional data objects and/or features that have been introduced for PIV Cards in Part 1 of SP 800-73-3. SP 800-73-1 or SP 800-73-2 based PIV Middleware remain valid implementations; however, Agencies are cautioned that using these implementations may result in limited interoperability. Further information can be found in Part 1 of SP 800-73-3. It provides a SP 800-73 Revision History (Section I) and recommendations for PIV Middleware Configuration Management (Section II).
pivConnect
Purpose:
Connects the client application programming interface to the PIV Card Application on a specific ICC. connectionDescription A connection description data object (tag '7F 21'). See Table 2 .
If the length of the value field of the '8x' data object in the connection description data object is zero then a list of the card readers of the type indicated by the tag of the '8x' series data object and available at the '9x' location is returned in the connectionDescription.
The connection description BER-TLV [2] used on the PIV client application programming interface shall have the structure described in Table 2 .
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Interfaces for Personal Identity Verification Part 3: End-Point PIV Client Application Programming Interface When used as an argument to the pivConnect entry point on the PIV client application programming interface described in this section, an '8x' series data object with zero length together with a '9x' series data object requests the return of all available card readers of the described type on the described node. Thus, '7F 21 04 81 00 90 00' would request a list of all available PC/SC card readers on the host on which the client application was running.
CDLength
Length of the card description parameter.
cardHandle
The returned opaque identifier of a communication channel to a particular ICC and hence of the card itself. cardHandle is used in all other entry points on the PIV client application programming interface to identify which card the functionality of the entry point is to be applied.
Return Codes:
PIV_OK PIV_CONNECTION_DESCRIPTION_MALFORMED PIV_CONNECTION_FAILURE PIV_CONNECTION_LOCKED
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pivDisconnect
Purpose:
Disconnect the PIV application programming interface from the PIV Card Application and the ICC containing the PIV Card Application.
Prototype:
status_word pivDisconnect( IN handle cardHandle );
Parameters:
cardHandle Opaque identifier of the card to be acted upon as returned by pivConnect. The value of cardHandle is undefined upon return from pivDisconnect.
Return Codes:
PIV_OK PIV_INVALID_CARD_HANDLE PIV_CARD_READER_ERROR
Entry Points for Data Access
pivSelectCardApplication
Purpose:
Set the PIV Card Application as the currently selected card application and establish the PIV Card Application's security state. 
applicationAID
The AID of the PIV Card Application that is to become the currently selected card application.
applicationProperties
The application properties of the selected PIV Card Application. See Part 2, Table 3 .
APLength
Length of the application properties. 
DataLength
Length of the data to retrieve from the PIV Card.
Return Codes:
PIV_OK PIV_INVALID_CARD_HANDLE PIV_INVALID_OID PIV_DATA_OBJECT_NOT_FOUND PIV_SECURITY_CONDITIONS_NOT_SATISFIED PIV_CARD_READER_ERROR
pivLogoutOfCardApplication
Purpose:
Reset the application security state/status of the PIV Card Application.
Prototype:
status_word pivLogoutOfCardApplication( IN handle cardHandle );
Parameters:
cardHandle Opaque identifier of the card to be acted upon as returned by pivConnect. The cardHandle remains valid after execution of this function.
Return Codes:
Entry Points for Cryptographic Operations
pivCrypt
Purpose:
Perform a cryptographic operation 2 such as encryption or signing on a sequence of bytes. Part 1, Appendix C describes recommended procedures for PIV algorithm identifier discovery.
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Parameters:
cardHandle Opaque identifier of the card to be acted upon as returned by pivConnect.
OID
Object identifier of the object whose data content is to be replaced coded as a string; for example, "2.16.840.1.101.3.7.1.1.2.2.1". See Part 1, Table 2 .
oidLength
Length of the object identifier. data Data to be used to replace in its entirety the data content of the named data object.
dataLength
Length of the provided data.
Return Codes:
PIV_OK PIV_INVALID_CARD_HANDLE PIV_INVALID_OID PIV_CARD_READER_ERROR PIV_INSUFFICIENT_CARD_RESOURCE PIV_SECURITY_CONDITIONS_NOT_SATISFIED
pivGenerateKeyPair
Purpose:
Generates an asymmetric key pair in the currently selected card application.
If the provided key reference exists and the cryptographic mechanism associated with the reference data identified by this key reference is the same as the provided cryptographic mechanism, then the generated key pair replaces in entirety the key pair currently associated with the key reference. 
Parameters:
keyReference
The key reference of the generated key pair.
cryptographicMechanism
The type of key pair to be generated. See Part 1, Table 4 . publicKey BER-TLV data objects defining the public key of the generated key pair. See Part 2, Table 10 .
KeyLength
Length of the public key related data retrieved from the PIV Card. 
A.3 Notation
The sixteen hexadecimal digits shall be denoted using the alphanumeric characters 0, 1, 2, …, 9, A, B, C, D, E, and F. A byte consists of two hexadecimal digits, for example, '2D'. A sequence of bytes may be enclosed in single quotation marks, for example 'A0 00 00 01 16' rather than given as a sequence of individual bytes, 'A0' '00' '00' '01' '16'.
A byte can also be represented by bits b8 to b1, where b8 is the most significant bit (MSB) and b1 is the least significant bit (LSB) of the byte. In textual or graphic representations, the leftmost bit is the MSB. Thus, for example, the most significant bit, b8, of '80' is 1 and the least significant bit, b1, is 0.
All bytes specified as RFU shall be set to '00' and all bits specified as reserved for future use shall be set to 0.
All lengths shall be measured in number of bytes unless otherwise noted.
Data objects in templates are described as being mandatory (M), optional (O) or conditional (C). 'Mandatory' means the data object shall appear in the template. 'Optional' means the data object may appear in the template. In the case of 'conditional' data objects, the conditions under which they are required are provided in a footnote to the table.
In other tables the M/O column identifies properties of the PIV Card Application that shall be present (M) or may be present (O).
BER-TLV data object tags are represented as byte sequences as described above. Thus, for example, '4F' is the interindustry data object tag for an application identifier and '7F 60' is the interindustry data object tag for the biometric information template.
